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Collision - Resistant
Hash Functions Logistics

* Lab 0 code &
Lab 0 theory due
tomorrow 10pm ET via

Gradescopemy www.g.w#up..(
* Intuition & motivation * Lab 1 out on

* Defr of CRHF Friday.
* Constructions ✓
* Attacks
* If time : applications .



Last time
. . .

authenticating PEOPLE

◦-

☐tn -_
↓

Passwords
,
Pass storage, MACS, Yes !

biometrics
,

- - -

Today . - ^

authenticating FILES /CODE /DATA

mainnewt.im

Collision - resistant hash functions . KRHF)



Intuition behind CRHF
. . . .

compressing!

A hash fn H :{go }
*

→ {0,132
"
←

↳In practice SHA 21511-1-256
,
SHAZ /keaak

,
. _ . _ (Ñ¥É, SHAD

"

unique
"

256 - bit h=H /f)
in ⇐ •⇔

Big file 5- [fingerprint ofthe big fief.

.

☐ h' = HH 'tdistant

file 5- '

secur.tyg-ai.tt/-is''ampntationaHyinfeasib6''to find two distinct files that

have the same hash value

(a " collision ")

(There are other security goals as well .
. . . pset 1)



Application I : secure mirroring

1. Get hash from trustworthy source

0O h
s in1- files.

N h ← Hlf )
Source client

(e.g. software
vendor)

°"⇔ʰ"""⇔""ᵗ"ᵗ"→⇔°÷sketchy .
mit.edu

f-→
Ign HIE )t

local

mirror file § die,
accept if so

If Hash is CRHF
,

then sketchy mirror will
not be able to find a file 5-=/ f
that client will accept.

Used in subresource integrity (SRI)P••

<script Src --
"

sketchy . mit.edu/code.js
"

integrity -
"

sha2S6 - oqAB - - - - -

" >



Application II: Outsourced File Storage

1. ODB
0

.phN * h=H(photos )
Google

2.

É☆-ᵗ h?H(photos)
Google

If hash is CRHF
,

then Google can't

trick
you

into accepting incorrect photos-46s .



More generally , CRHFS let

you authenticate a LONG

message by authenticating only
a SHORT string .

We will see more applications _ _
"

Hash and sign
"

,
- - -



Adversary 's goal in breaking CRHF
.

'

&
Distinct msgs sit

.

Hln) = HIM )
Adversary A

Observe : There are lots of collisions ?
-

All bitstrings
256 - bit

_

Mega pigeonhole

It
strings { principle ?••

Jamming infinitely
\ Many pigeons infinite holes

If CRHF is good/secure, these collisions will be
"

hard to find .
"

↳ How do we formalize this?



Definition : Collision - Resistant Hash Function
MMsMnm

A function H : {0,13
*
→ {0,13

"

is

collision resistant if for all
"

efficient
"

adversaries A

Adu
is

random'vᵈpr[ MimiHlmo)=Hlm .):(Mo,M)←A( ) ] ≤
"

negligible ?↳☆

Go be useful
,
It must also be efficiently computable .)

In theory : 1- = "

security parameter
" they length)

"

efficient"= randomized alg runs in

time poly /1)
"

negi
"

= 01¥ ) Koen

G. g. ¥
. , ¥x , -)

In practice : 1=128,256,384
"

efficient
"

adversary = runs in time ≤2128

"

neg
/
"
= prob ≤ 2-

128



In practice , aim to defend against advs

running in time <2128.

lime

2
"

ops/see on your laptop
2
"

ops /Sec on Fugakn supercomputer ( E $1 billion)
88

2 hashes /see computed by Bitcoin miners

2
"

hashes /year
" " "

2
""

hashes requires enough energy to boil all water
on the planet

2
"°

hashes
requires

one
year of sun's energy

]
Lenstra

Probability kbinjury
Thomé

2-
'

Fair coin lands heads

2-
8

tax return} audited by IRS

2-
13

probability that randomly sampled MIT grad is Nobel prize winner

2-
' ^

struck by lightning in next year

2-
"

probability of winning Mega Millions jackpot
2-
69

probability of all happening . _ . _ (assuming independence
2-

128
. . . .
a billion billion times less likely than that .



9

How to construct CRHFS
.

Two steps :
27

I Construct CRHF Home, :{0,13 → {gift
↳ More art than science .

Come
up with candidate

, try to break it

using known techniques , assume it's CRHF

↳ Current standard is 511-1-256
, designed by NSA ,

published 2001

↳ Can also build from number theory factoring , etc)
ii. but too slow

[
site : IS F-NP

,
CRHFS Joint exist

.

So security of CRHFS relies on

unproven assumptions . . _ . P≠NP & more
]



2- Use Asman to construct H :/0,1 }*→ {0,13
"

"

Merkle- Damgard
"

↳
Hi, CRHF is Hann is

(No need for extra assumption)

output
↑
Hsnal

↑

Hsm"

↑

" -

↑
Hsmll

Hsm" " ' / Hsmall

↑ ↑ ↑
Mz M

, ma -
- - - padding

↑ Msg ten

in

A bits ☆ Need to be careful
about padding - -
dorit implement yourself!

Another variant (not pa.cl/elizable)
"

oooo"→ Asman → It small → -
- - - → Hsmal ,
→ output

↑ ↑ ↑
Mo m

, padding



Why Merkle - Damgard works
31

Consider hash fn It :{0,13 → {0,13
"

big
h C- {0,13

"

h c- {0,13
"

↑
↑

# ↑
✗↑ ↑

Mz mi
↑ ↑ ✗ ↑

Mo Mi Mi Mi

Claims If I esf adv A that finds collisions in Hbig
⇒ e§ adv B that finds collision in Hsmell

Run Al) → ((msn.ms) , 1mi
,
mi
,

mi ) )

(x.ms) =

?

(× , mi )

% ¥
kind

,
G.mi) (mo.my?--lmi,mi)

is a collision

for A small ! µ
J

(m.im ,)
,
/mi,m ,

') contradiction !
is a collision Imo,M

,
ma) =/mi

,
mi
,
mi)

for Asmat !



Given hash fr with n
- bit output , can

find collision in time OFF) (2^12)
!ersus 2" for[brute-force search,

real namemyna
"

↳
Random pigeonhole principle

/
(a.k.a . birthday paradox)

If you throw TF pigeons into N pigeonholes

independently & uniformly at random
,
then with

prob ≤ %
,
7 two pigeons share same hole .

⇒ To find collision
,

hash 2% random strings .
By an argument involving ERP

. / Birthday ,
7 colliding p;¥+en

⇒ If you want adv to do 2
'"

work
to find collision

,
need to have 256- bit output.

↳
In practice, we use SHA256 (or SHA3)
(on my laptop , get at GBS )

Openssl speed Sha256



Historique :

* Er
many years,

MDS (designed by Ron Rivest) was

the standard CRHF - 128 - bit output
* 2004 Weng etat find collision - time is now = 22

"

* We used to use SHAI (160 - bit output)
* In 2017 researchers at CWIAMS & Google found
a collision in SHAI using 203 hashes

* Attack cost ≤ $100k - $500k
[
≤ 100,000× faster
than brute force .

⇒ SHAI deprecated



Domain Separation

Given one - input CRHF H :{0,13
*

→ [0,13%0
often want to build two - input CRHF :

Ha /×
, y) .

BADIDE_A :

[ string condo

Holby) :=H(✗ 11 y)

Notice : Ha /
"

key
"

,

"

value
"

)

= Ha /
"

ke
"

,

"

yvalne
"

)

→ Even though His CRHF, Hz is not ?

actions create & user = nickol

same [action-createlwser-aationdeleteuswnickda.hn?hoe#[actioncreateuser & action__ delete& user -- nikolai

Flickr and Amazon 6-72 APIs were vulnerable
to this attack !

C-9 .

Better idea : Unambiguous encoding (length, Val , length, Val, . . _ .)



l-ength-extension.at/-ack-
Recall message authentication codes (MAC) from last lecture

.

request, t 3 T¥ t? MAC /bequest)K

t-MAC.lk, request)

BAD IDEA : MACIK,m) :=H(kHm)

Given MACIK, m) can compute MACIK, MMM
'

)
without knowing key K?

K→ ,%→☐→ output

↑
m length

- output

K→☐→ ☐→ output
'

ni ↑
"

length
"

length
¥

H(kllm ) = It / k ,mHm ')

Flickr & Amazon APIs also vulnerable to this attack?

Better idea : Use MAC for a MAC - not CRHE
.



Application : Merkle trees

(Authenticating many files with

a single digest)
A variant on our secure mirroring application . . .

f- fw
☒☒☒ . - - - - 17=5 ◦&"£O h

ta >

sourceik↑☐→ssi9
mirror

Option : Source sends N hashes
↳ a lot of communication over wide-area net

Option : Client downloads all N files
↳ even more communication !

Better idea : Use the Merkle construction



&
☒

ho \
☒☒
↑↑ hi ,

◦
¥¥☐¥☒↑ 0

±
£ f

, E f} 5-
¢

Clientgwa_ ☒ "

Recompute fraction

☒→ tree

ñ◦
,
Ñn

,

$3
hi ?=hmirror

☐H

⇒ Mirror sends one full ↑
file + 0(losN) hashes hi ☒
⇐ than N hashes I ↑ñ

, ,⇐ than N files -

☒
↑

⇒ CR property ensures that fi
mirror can't cheat

Used in certificate transparency , . . .



BAE

8D do



COL
. FINDER (see Bell are textbook appendix)

Given : It :{0,13
*

→ 10,13
"

[ model H as a

random function ]
Find : m

, ,
M

,
E {0,132h s.t.ms/--m

,

Almo/ = Hlm, )
.

Let F- 2h12
Choose distinct r

, ,rz,r>, - . . -, ri
& {9132

"

compute Hln )
,
HE]

,
. ._

,

It / F)
.

↳ Likely to find a collision !

Bi = event that $ collision after computing ith hash

Prfbi / Bi . , ] = I - £
Pr[no collision]=Pr(Bt]

=Pr[Bt /Be , ] . Pr[Bi . ,]
i

÷# Pr [Bi / Bi - i ]
i = ,

Useful life fact
.

=! (l - É)
) I + ✗≤ ex

≤Tie
-
%'

i =\

≤expt.EE/-exptR(TYaJ)Pr(collision] ≥ / - constant
.

~ repeat a few times



Application : Commitments

*
"

sealed envelope
"

with cryptography .
* Just a small tweak to the earlier applications
* Requires a bit more than plain CRHF

,

but

any CRHF can be made suitable . . . .
Halevi[Micah-

'

96]
"

coin flipping
"

1
. Hiding : Hlm,r /

"

hides
"

Alice's bit ↳
☆

bad {0,13 2- Binding : Alice cannot change
r← 10,13

"

bit

aStersevtytohob@h-Hashlba.r)
Ok

ta > *
Alice

,
b☐

bit {%} Bob

b←ba⑥b• bar , ,

h÷H(bail
↓ b←ba⊕bB
b ↓

b

Modulo Alice refusing to
open,

neither

party can control bit b.

↳ Distributed randomness used for protocols that
require good randomness w/o trustworthy dealer

leg .

lotto
,
- )


