Today: Public key encryption

Recall:  Diffie-Hellman Key Exchange:

Let (1 a fivite cyclic grounp (6]:2‘:) of order w (i.e., |G|=n).
4,.0p-13 with mukt. mod p

Let g be a generator of Gr G={a, & ,...q"}
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Computational Diffie-Hellman (CDH) Assumption:

aiven o™, @h , 1t 1s hard o compute @“)", except with negl probability.

A passive adv canvot guess K assuming CDH!

This uaturally lends it+self to public key encryption!



Definition:

A public key encryption scheme consists of three efficient (ravdomized)

algorithwms: Gen, Ene, Pec, with the following syntax:

1. @Gew takes as wput security parameter and outputs a pair of secret and
public keys (sk,pk).

2. Enc takes as input a public key pk and a msg wm (from the mseg space)
ond outputs a ciphertext ct.

3. Pec takes as iwput a secret key sk and a ciphertext ¢t and outputs a

message wm (from the message space) or abor+t.

Correctwess:

For every (sk,pk) generated accordivg to Giew, and for every msg m
(from the msg space),

PriPec(sk, Enc(pk,m))=m]=1.

Note:

A public key everyption schewme is a digital analog of a locked box,

where only the receiver has the key.



Applications of public key encryption:

1. Key-exchange:

Server sends a public key pk to browser.
Browser chooses random K and sends Enc(pk,K) +o server.

Now the server share a symmetric key and use that for communication!

2. Secure email:

A user A want to encrypt an email to another user B.

It A has pk, thew she can use it to send encrypted emails +o B.

Security:

As m the symmetric key setting, we consider two flavors of security:
CPA (Chosew Plaintext Attack) security and

CCA (Chosew Ciphertext Attack) security.

CPA Security (ak.a semantic security):

For every m and m' (from the msg space),
(pk, Enc(pkm)) = (pk, Buc(pkm'))
for a randomly chosen pk chosewn according +o Gen.

Note:

This definition is much simpler than CPA defivition in the symmetric setting!

The reason is that in the public-key settivg, the adversary can evcrypt

msgs on his own usivg pk!



CCA security:

Awny efficient adv. wins v the following game only with prob.

1/2. + weg[i@il&[e:
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Adv wins if b=b’



El-Gawmal Encryption schewme:

Let (1 be a finite cyclic group (G =Z,) of order v (i.e., |G|=n).

Let g be a geverator: G = {9, 9°,..., 9"3.

]
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Let H: G—£013* be a hash function (modelled as a randowm oracle).

Let (€,D) be a symmetric authenticated enwcryption scheme.

Gew:

Choose at randowm ain {1,..v3, set sk = a and pk = 9"
Enc(pk,m):

Choose at ravdowm b in {1,..m}. Let ¥ = H(Pkb).

Output (cjb , E(K,m)).

Pec(sk, (u,v)):

Compute K=H (™) and output m=D(K,v).

Correctness: For any pair (pk, sk) = (9%, a) and every msg wm:

Dec(a, (97, EH(9*)m)) = DH(G™) EH ("), M) = m \/



Performance:

To encrypt: 2 exponeuntiations: @b , pk®

To decrypt: 1 exponentiation: n™
Exponentiation is slow! (A few wiliseconds ow wmoderw processors.)

At first it seems like decryption is twice as fast.

But @bcaw be computed efficiently by precomputivg é@’“i}:?"

If we encrypt often to the same pk, thew computing pk®

can be dove efficiently as well (with the same precomputation).

Security:

Semavtic Security:

For semantic security, all we nweed to argue 1s that given pkz@"' s
and given the first part of the ct @b,

the symmetric key H(o)“bj is nd. from random:
(9%, o°, H(2™)) = (47, 9°, W)
This assumptiov is called Hash Diffie-Hellman (HDH).

T+t is stronger thaw the Computational Diffie-Hellman Assumption.

But is equivalent to it in the ROM (Random Oracle WModel).

Note: For semantic security it is sufficient to take (€,P) to be one-time

secure, which was the proposal in the original El-Gamal scheme



CCA security?
In the CCA game the adversary gets additional wmfromation: Decryption oracle.

Adv can send (a°, ¢) to the challenger who replies with m = D(H (™) ¢).

Suppose the uwderlying (€,D) is an antheuticated encryption.

Twtuitively, this seems o imply that the resulting El-Gamal scheme is CCA secure:

the decryption oracle is useless, since i+ decrypts (gb, ¢) only if adv knows @“b_
This is the case, since o.w., the key K=H(4") is random and the fact that (€,D)
s an authenticated encryption implies that the adv canvot produce a valid ¢t
corresponding to the key K.

But if the adv knows @‘d’, then the decryption oracle is useless!

Nevertheless, we can't prove that El-Gamal is CCA secure under CDH
(in the randowm oracle model).
The reason is that the adversary may "wot kvwow if he knows cg“"" and the decryption oracle

will give the adv this information.

We can prove that it is CCA secure under the interactive DH assumption:

Challenger . Adv

__ 4.9

nv

if u*=
1 oW,

Adv cannot learn g*° except with vegl prob.

Note:
There are variants of El-Gamal that are CCA secure under CDH,

and also ones that do not rely on ROML (Go to 6.557 and ©.2F5 for details!)



