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Dan /Lab 0 theory dre
tomorrow
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~ If time
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Last time
...

authenticating PEOPLE

I
->

1-

-

↓
Passwords

,
pass storage, MACs, yes'

biometrics
,..

--

Today ...

authenticating FILEs/CODE/DATA

Main new tool :

-

Collision-resistant hash functions . (CRAS)



Intuition behind CRAf
....

compressing!
↓

A hash In H : 38, 13
*

- 90, 13
256

↳In practice SHA2/SHA256
,
SHAB/Recak

,
.... (Bes, Sin

-

is

"unique"-256-bit h = H(f)
hash ↑ Like a short

LSingerprint ofthe big file J.EneStart n = H(s)
hash

gaal : It is "computationally infeasible"
↑sito find two distinct files that

have the same hash value

la "collision")



There are many properties we can

demand of a hash Jn ...

H : 50
, 13 90, 17255

1 : x - y

One-way Given y
= H(X)

,
for x

* X
,

"hard to find" x' st
. H(X) =

y -

I

Second preimage resistant s
Given x

* Y
,
hard to find x's

.

t

-A(x) = H(x)
.

Collision resistant -
Hand to Sind (x,x) St . H(x) = A(x).

Standard crypto hash fas satisfy all off these
.



Application 1 : Secure mirroring

I - Get hash from trustworthy source

h &
IEss I ↓

n = A(f) d

source client
(e - g .

software
Vendor)

2
.
Fetch large file from untrustworthy source ?

Sketchy .
mil

.

edu Sile gr
&--I 1 h=A)
loca

d accept is so

mirror >Sile I Client

S Hash is CRAS then Sketch miji wiltsS

be able ↓- find
that client will accept.

Used in subresource integrity (SRI) B

script src=" Sketchy ,

mit
-
edu/code

. js
"

integrity - "Sha256-sgAB .....
" )



Application #I: Outsourced File Storage

1a ⑳ photos

E- ⑭n = Alphoton
Google

2
-

8&@·
photos↑ I

is"W = H(photos)
Google

IS hash is CRH)
,

then Google can't

brick
you

into accepting incorrect photos/files .



More generally ,
CRAfs let

you authenticate a LONG

message by authenticating only
a SHORT string -

We will see more applications..-

"Hash and sign" ,
---



Adversary's goal in breaking CRAS
.

-
⑪M Distinct Mas sit

H(m)) = H(m ! )
Adversary A

Observe : There are lo of collisions D

All bitstrings

& strings

-

geonhole
-

256-bit

S Samming infinitely
-

-many pigeons in finke holes

# CRAf is good/secure, these collisions will be
-- -

hard to find-

↳ How to we formalize this?



&- finition : Collision - Resistant Hash Function

A function H : 50, 13
*
- 50

, 13
*

is

collision resistant if far all "efficient"
adversaries A

Moti ,Promised Pr [imo) = 15 (m .) : (mo, m
.)< A)) ] < "negligible .

"

↳

to be useful
,
It must also be efficiently computable .)

In theory : 1 = "security parameter" (I key length)
"efficient"= randomized als runs in

time poly(1)

"regl" = 81 ) VeN

⑮Ce . g-t s
, jee ,

---)

In practice : 1 = 128
,
256

,

384

"efficient" algorithm = "fast enough"
- 128

"negl" = prob > 2



In practices get and against advs

running

Timea
ops/sec on your laptop

43
2 ops/sec on

PSS

58

2 ops/sec on Fugaku supercomputer (n$I billion)
⑦ g

2 hashes/sec computed by Bitcoin miners

292

hashes/year
- ↓I Ch

2114 hashes reqhimes enough energy to boil all water
on the planet

2148 hashes
requires

one
year of Sun's energy

I
traProbability Lens

a
-

fain coin lands heads lining the
2

- 8

tax returns audited by IRS Slightly
mis

in leading
- 19 I -La

dealt a royal flush in pober game
can "O Haker2

↑ las
4

lattos
2

- 28

probability of winning Mega Million jackpot quickly
2

- 56

I

↳
2-128 Probability

,
a picnic.MegaMillion ric a raw



R

How to construct CRIfs
.

Two steps :

* Construct CRAS Aswall : 90, 1324- 90
, 13
*

↳ More art than science .

Come
up with candidate

, try to break it

using known technique ,

assume it's CRAf

↳ Current standard is SHA2S6
, designed by NSA ,

published 2001

↳ Can also built from number theory (factoring , etc)
... but too slow

Asite : IS P=NP
,
CRAAs font exist

.

[ So security of CRAS relies an I
unproven assumptions ... PFND & more



2
. Use Ismall to construct H : 10

, 13
*
- 30, 134

e

"Mere-Damgard" actually
limited in

↳
I is CRAS iS Asmill is

standard

(No need for extra assumption)
100 00len>

in
m ,

Me mi ·

M4 pad

W W We
W

-V > A small
·

Asmall small > Asmall >output
fixed
string)

Why padding block?

Make pat* n size .

Why IV ?

= Wo IV and wo length => Measure!

A small can be weaker than CRAS and
still I can be COHS (insurance agains

bat Ismall)



EricalNote :

X For
many years,

MDS /designed by Ron Rinet) was

the standard CRHS- 128-bit output
* 2004 Weng et al find collision - time is nowe = 24

* We used to use SHAS (160-bit output)
-

X In 2017 researchers at Chry AMs & Google found
a collision in SHAI using &64 haswes

&
~ Attach cost = $100k $500n ~ 180000x faster

than 'brute force .

=> SHAI deprecated



Given hash Si with n-bit output , can

Sind collision in time Of) :0(2")
1

(expected) -[ SaaS arch

"Birthday Paradox
-

IS you throw wa balls independently
& uniformly at random into o bins

, you

will have I balls in I bin wp . **.

=> To Sind collisi , e 2 random string S
-

I

By an org
PRP

. /Birthday ,
I colliding pairoften

-> I work
to
5
S collision, ne i have e bit auxput.

↳
I

n practice, we use SHA256 (or SHAB)
Con my laptop , get -14B/s)

openssl speed sha2S6



Domain Separation

Given one input CRAS H : 50, 13
*

98
,
13,

often want to built two-input CRA) :

H2(X
, 3) :

string cont⑮= A(x2)

Notice : H2 ("key",

"value" (

- Ac)" ke"
, "yvalve")

-Even though I is Gets
,
He is not ?

action-create & user= nickol

Same action-create user= action delete usernickola :

Uhas o
value [a =ctioncreatenser & action= delete& user=nickola:

Flickr and Amazo EC2 APIs were vulnerable
to this attack !

Better idea : Unambiguous encoding length
,
val

, length,
val

, ....
)



Beware A CRAS is Only a CRA
.-I

A bad authentication scheme

x API toker/secret key
k R

I rea, H(k(1 req) = t
3

Accept iss

t= = A(k))req)

Implicitly assumes that given 16 (RIX) ,
it's "hard to Sind" ACKIXa
Not implied by CRD In Sack

,
Sale for SHA2 .

KIIXII len

W

Iv > Asmall (A(k1IX) = t
↳ yIl len

I↳
A small -> -

*

-
*

= = ((k11 + 1y)7
We will discuss the Right Way to Go this

A1

later on .



Application : Merkle trees

Authenticating many Siles with

a single digest)
A variant on our secure mirroring application ...

17Tt .....
Si

⑭

Sw

h
-
00
,5

source send ne
Sile i

-MBy
*

-I Sile Si
I

mirror

Option : Source sends & hashes
↳ a lot of communication over Wide area not

Option : Client downloads all N files
↳ even more communication !

Better idea : Use the Merkle construction



Ch len = 4)
&
1)

ho C "
*

un

iI
9

a a
A & / I
i D Di h 0
↑ ->

⑪I A I
5

, Sz 53 S4 Client
source

59
send ne- Recompute fraction-of treeIe no

,
hi

,

Es
h = h

=> Mirror sends one full
Sile + O(sN) hashes

than N hashes ! big eh1
< than N Siles

↑
=> CR property ensures that So

mirror cant cheat

Used in certificate transparency ....



* ↳8

⑤ d



COL
. FINDER /See Bellare textbook appendix)

Given : H : 50, 13
*

- 10
,
13 E don sinction I

End : mo
,

M, 50, 132 St
-g H(m)

.

Let T= 24/2
Choose ↓istinct r,2 , ,

- - . .

-,
+ < [0, 1322

Compute H(r)
,
H()

,
- - . -

,
H(r)-

↳ Likely to find a collision !

Bi = event that I collision after computing ith hash

Pr[B : /Bi-
, ] = 1 -

Pr [no collision) = Pr[B+]
- Pr[B+ /B- , ] . Pr[B-

-,]

-Si. eUseful life fact
.

-He
I 1 + x - e

T

i = 1

-expl ) = expt (+(2))
P- [collision] I - constant

.

& repeat a few times



Application
: Commitments

* "Sealed envelope" with cryptography .

* Just a small tweak to the earlier applications
* Requires a bit more than plain CRAf but

any CRAF can be made suitable .... Hate 9 !
/

[
2

Coin Slipping 1
. Hiding : H(m

,
r) "hifes"

A
Alice's bit be

b
A
= 0

, 13 2
. Binding : Alice cano change

r [0
,

13
*

bit after sending to Bob
-

⑧
h = Hash(br

,

v)
n 0

↳ S I
Alice

bis b 50
,

13
Bob

C

b= ba
ba,

-= H(b
,

r)
↓ b = bab
b ↓

↳

Modulo Alice res
party can controli Open,

mither

↳ Distributed randomness used I protocols that-ar

require good randomness who trus dealertar
lotto

,
... )le -g .


