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Being able to authenticate can verify/authenticate msgs

gives you ability to without being able to sign

produce new MAL mags new owes



first
, recap

:

MAC
: Kx & -> T

MAC Security : EUF-CMA

Defined by security game we saw last time

MAC far short rusgs
:

- AES is

PRS F : K + x - y
↳

es PRExample
MAC(k, m) =

= F(r
, m) (mss space N)

* PardonSecurity relies on key being completely &

= ("0000", "8000")

MAC for long msgs
:

E
"secret key

WHS Hash : 1 x X - ↑ resi
(Msg space xY)
MAC(K ,, k) ,

m) : = F(k
,
Hash(k2

, r))
WAS is a fast "non-cryptographic" hash fr.

Intuition : Until attacker Sinds two msg's
that hash to same value

,
has no

into that can help it farge .

Ssee Book Thi E .7]



Sialsignatures
-Used everywhere or the web for authentication

↳ Certificates
,

HTTPS
,
SSH

, .....

- Unlike a pen-and-paper signature,
can't cut to pate

↳ Sig is bount to data signed .

- Unlike MAC
,

there are two keys

private signing Key sk

public verification key vK/pK

The idea of using two keys (public & private)
was the revolutionary idea in Cryptography in

the 20th century /Diffie Hellman)
↳ followed thousands of years of shared secrets



bytax

Gentl -> (sk , pK) In theory ,
Gen takes theE

sec param as irput

Sign (sk , m)- m =9 =

msg space

Verify(p, m
,
v) - 30

,
13

Correctnes : Honest verifie accepts honest sigs
:

V(sk
,pr) = GenC)

↑ me qu

V & - Sign(sk, m)

Verify(p), m
,
o) =1

.



Security : Almost identical to MAC security
IUF-CMA : Attacker seas sig: or Mary

msgs of its choosing .
Cant

forge a sig or new msg of

its choice
.

Challengen Adversary A

(sn, pu) = Gen()
pk

S

L
mi -in

↑= Sign/st, ni) c

<m*,
*

W E S is Ver(ple, m*,24) = 1
8 0

.
W

for sig schem E (Gen, Sign ,
Var)

,

ad A
I

Let

Sig Adr[A ,
E] = P. [game output is 1] -

Sig schene =(Gen
,
Sign

,
Val. is secure if V eff adva

SigAbr[A ,] = "negl"



Subtle point:

This Jesu admits schemes in which it is

easy to cook
up

new valid sigs on msg
Ii given one sig on m

. [Aas led to attrucks !

-> ELDSA has this malleability property
3Think

: How can you treah defin to prevent?

Sciency We typically care about

* Signature size

x Size of ph
* Signing time 3 No one signature

scheme dominates

* Verification time all others in all

metrics
~ Assumptions (Sing(s)



Recall : One-way function
S

A En 5: xisty is one way if

↓ eff advs A

x =X
*Pr[s(x) = x :

X -A(5(x))]- negl.
(Reminder : ISP= NP = 50Ws)

Or
,

in game farm
...

Chal Adv

x**
f(x)

>

x
*

↳

1 :f S(x*) = f(x)E~da . w
.



Example cantitate aufs :

f
, x
(x) = = SHA256(x)

PRs (e) =
= PR (k

,
" 000000")

Smack) :
= MAC (e, 08-00")

i
OWs are essentially the weakest/simplest
Crypto tool

.

↳ Surprise
? That possible to use then

to get signatures.

* ous only hard to invert on a randomly sampled input.A

#S: 90
,
13-90

, 19" is owf
,

no guarantee that

=(00050 .... Oll x I is hard to invert

e
4/2 M2

51011 x ( is hard to invert

↳



One-time secure signatures (Lamport
One-time secure - secure if ad only sees one[

Sig under a given she I
n

Msg space &H = 30
,
13

Sea Param 1
= 128

.

8 .
W .. 5 : 90

,
13- 50

,
13

<

Gen()- (sk
,
rk)

Choose 2 random x-bit strings ....

X
X & n

SkZ
as Xau Yos

. ----

I xn X
, z

X
, 3

.
--- X

in
I

vi- f(xa)S(xo2) S(xon) ....
S(Xow)

I 1 !f(x - ) f(x ,z)f(x ,z) S(x - n)

Sign (sk ,
Millmall---Ilmn=[0, 137 -> a

Butput she values corresponding to bits of msg

2
= (xm,,, Xma

,
,

- - -

, Xm>)

Verify (p1 ,
m

, 1 ...
- 11mn

-50
, 13 " ) 290, 13

Check Vic [r) Ym :
:

= S (5i)
Output "I" if all accept -



Why are Lamport sigs only one-time secure?

sue(Y: Y
-

..- xo)↑

... Xin

↑
Each sig gives away

of
Secret key .

With 2 sigs can recover all .

Why is it secure for one-time use
?

Intuition : To sign MP
,

need

to invert o I ata

least one point.

Beware : Intuition is often wrong Devil in details
.

-

↳ Security profs are a useful tool;
more or less essential in modern crypto .



XpertI -Dies

Correctness - By construction .

security - ONE TIME secure .

Strategy
-

5 adversary that It - adv that inverts

forges W
. p .

E 8
.w .
) W

.p
=E

.

& not exactly=> contradicts Owe security .

OWF

Challenger US

↑
Adv I

x+RX ****

3

Iy
= f(x) S(xx) S(X02) .... pr->

pr
= (s(x,) y .... S ->

ICan't
M

W. p Y
SAIL answer <

quay -

<
x

*

Wip Y ail ,
else get

*

>m
*

a
* I

m and my both "avoit" the challenge y

sciency
* OWfs are every fast = 60m/s for AES
* Sigs are largeish = 12 bits far 1256

.



Extension : Signing long msgs :"Hash & sign
"

Use H : 50
, 19

*
- 50, 13:/CRAf

Sig (sk , m) = = Sig (sn, H(n))
- Lamp sig for

msgs .

Ver ph,
m

,2) : = Ver(pK, H(m) , 2)

& : Why not use a (keyed) universal hash fr ?



Application : Software Updates

Vendor n-
SKI

msg ,,
pk2
II PR ,

I

e- I pkz
Skz

M592,
PKs

>S

-- I
Sks

Msgs
,
pk4 - -Pks

~ Vendor signs each uptate will
a fresh sk

.

> Only need one-time security
[Not typically used in practice.)



Many Time Secure Sigs [See Book Ser citations]

We will show how to construct a full-blown
Imany-time secure) sig scheme from any one time

secure scheme + PR)
·

=>Sie from auf
.

Since Jowf= = PRS]

Observation : Can use one PRS secret by to implicitly
generate a gigantic tree of sigshs
Stree has 2"leaves)

PRE: All keys as good as

-: 9 + 90
,
1 - sh random" by PRS security-

F(r
,

" ")
6
oka

E(k
,

" 0") F(K
,

"

1)
E
Pk

↓
Pk ,

Elk
,

"

30") fre,
"

") SYR,
" 10") fik

, "11")
↳loo ↳ po ,

↳
pr,o ↳pl

From Sk
, can generate pla for each robe .



Many time Sigs ...

Will be informal . See Book for
Sull description

Gen() -> plcpka (at rook)E sk- PR/ Key K

Sign (sk ,
m) -> a

* Pick a leafe at random
.

~ Sign using ske
~ Sign each pair -f uks using

sh of "parent note" in tree
* Publish all sigs and uks on path to root

Siblings.

Signature
consists of

pla S

dsigns Jo

Jo

pko ple , pkopl ,

Signs o
, Ubin- pl

plas pla , pr , P
k

, ,
W2

Signs -2
msg



Many time Sigs (conty)

Ver(p1, m
,
2) :

Verify chair of sigs down to leaf


