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Plan

-> Review
:

CPA Security
- Why CPA is insufficient
- Authenticated encryption

* Encrypt the MAC

~ CCA security
-

Recap of symmetric key primitives



Encryption with a shared secret
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Recap : CPA Security-

Enc : 1 x M - 2

Challenger(b) (1)
Adv

M! Mi
/

k&9 ↳ Im, I - Im! )

IEnch, m!

↓
Enc scheme is CPA secure if b'<10

, 13
no adv can distinguish world bit from world b=1 .

CPA Secure encryption from PRS F: 94x[M]130,13"

↳mem
Enc(k, m) : = msg

④

essentially as S
A

/

f(k,-) f(K,-:2) f(k,ris)---- f(k,r)
Decryption
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-

encryption . (u C C
"Iv" RANDOMIZEDD



CPA Security is not enoughh::°@

Example : SSH server Using CPA.secure enc

A evil

8 Ctext O
· ]

↳ I
⑰

IS 8

Deck,
ru X ↓

12 *
/

->
10004 evil um

key points
1) Adv can to lots of famage who

learning encrypted msg
2 .9-mss decrypts to
garbag

2) App-level failuredecan leak msg
How could A learn that failure occurred ?

* B could reply w/ msg of varying len

X B could throw error

* B could reply in diff time
* B could perform other action



sample : CBC Padding Frack
12

~ CBC is a mode of operation" like DES-GCM
* Essentially teprecated
* Required msg to be padded to multiple of 128 bits/

Simplified ?
16 bytes

Last block

+ (2) : Is) : /s/Hue/ms 1944
we

Psp" yes to indicate 4

padding bytes .

In CBC mode
, decryptor would

* decrypt cihertextP
* Check whether padding well formed
* I5 not

,
throw error

W & I
O ↳

O ok -

↳

I error
-

evror -

With a few quaries per byte ,
can recover

msg
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Next
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learn &

1811111111

1914(41414
last byte .
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191515/S/S X
-

1b11111111

⑰4141414
-

15/515)s I5 v
: Problem : Recipient acted an

unauthenticated bata-



Authenticated encryption ("Gold standard" sc Get)

S
Myax : (Enc

,
Dec as before .

The type sig of decryption routine is now

Dec :9 +9192V
mas output

(Enc, Dec) is At is :

1) Is CPA-secure and

Madr can't cook up
new

/

2) satisfies "deat integrity Valid ciphertexts
anal Adv

mi
L <Adv wins if R 9

Enclk
,mil >

*4[ , . .
. -

, (n)
and Deck,) ! reject

S

Enc scheme has ext integrity if V efs adva
Pr[A wins dext int-gane] <"negl .

"

AE Security=> CCA acurity . (strong)
11

=> Msg integrity
At is "gold standard" for enc security .

↳ A*AD = Al+ associated (auth but not end data



Constructing AE schemes

"Encrypt then MAC"- As easy as it sounds

-Works with a "strong MAC" (Game 9
.

1 in Borek-Shorp)
↳ Given many (m ,1) pairs on chosen msgs

hard to cook up a new valid (m+, t
*

) pair .

- Independent keys for M

both parts (PRE)
- AES-Gem is standard ↓enckenc,

CTR mode + GMAC
I

ot tag
- Chacha-Poly1305 is another Wa

MAL(kmar,
To decrypt :

1) Check MAC on it first. IS bad
,
FAIL .

2) Then decrypt .

(Don't even peek at iss before checking MAC.)

Smitcheck : Why does enc-them : MAC provide
text integrity ?

*
To get decrypter ko decrypt ,

must produce
new [C, tag) pair

* Not possible by MAC security !



Encrypt-then-MAC is He safe way to combine
enc & MAC

* AES-GCM= AES-CTR then GMAC

* Also common-ChaCha2e+ Poly/30S mea
* Well-designed Crypto APIS Handle this far your

end of Lecture

P CIt's possible to construct A* directly from /acs)
↳ OCB mode is one example
↳ Can be faster than generic encrypt to MAC
+ Oc is ! )

↳ Why dont we use it? Sad story

What to people often mess up
?

X Same key for enc & MAC

X MAC doesn't cover whole text (e
.g .
IV)

X Provide Jata to application before checking
MAC on entire text



CCA Security
CPA-secure : Adv can see encryption of mags of its choice

↳What if adv can see decryptions ?

Principle of CCA Sec Defi

- Abr shouldn't be able to dist
-

enc of mo from m
,

- Ever if it can ask for enc of

many mags of its choice

AND

-

carask dry n quaeee-



CCA : Definition

Chal(b) m! m! I

Adv

k
s

.

↓
. Im!= Im?" I

[ iEpi
e

Ci = Enclk
,
Mi

<

Ij

Demption [Beclk, i) is =
; 99, e

3

↓
3

b = 40, 13
Let Ws= Event that adv outputs

I in world be /o,

-Security DeSn
(Enc

, Dec) is CA secure if VeS and A 5 negl Sa

st-1 Pr[wo] - Pr[wi] I= negl .

Adr is very powerful here
. AND adv's goal is very

weak-> Strong security

↳ Strongest possible??? N....



SmilCheck :

Why does CP
,

A
=> CCA Security ?

Ctext integrity

Idea :

* Ctext integrity means that all tecryption
queries will output "fail"

x Then were back I CPA game
Y CPA says attacker can't win

.

CCA Observations

* CCA sec => CPA sec -> CCA must be rana/stateful
* CCA as cannot be "malleable" at all

CY * ask for dec & *

-



Bad Ideas
S

MAC-then-encrypt
↳ Many many attacks (SSL)
↳ Basic idea: "padding Crack"

Encrypt-and -MAC

↳ Used in SSA lolt versions)

Fundamental ideas

IS enc scheme is CCA secure

secure adv cannot learn any
-

info on result of decrypting adv-chosen at

MAC-then encrypt & encrypt and MAC Gont

guarantee in general .



Before we leave symmetric hey crypto,
I wanted to mention a few other concepts
you might hear .

.
far

OWF 5 : [0,1 1013"
Giveny=f(x) s i

t
.

x 30
,

13
"

hard to find x' St
. S(x)=y-

PRS : =194 + 98
, 13 "e90

,
13 "

F(K, ) "looks like" a random fr
from 90, 13

"

50, 1)
"



PRG : G : 50
, 13 - 30130

Stretch a short random string into a long
pseudo-random string .

(41): 10,33 Sr: so,
Can build from PRA fig0, 13 " x 90

,
13 " - 30, 132

G(s) :
=(I(s, 0) 117(s , 1)11 -

- .
-

- 115(s,99)
-
Pseudorandom by PRE security

PRP :

Pair F
,

/" : 9 x 10, 13 - 98, 13
"

S
.

t (i) F is PRE

(2) &429 V x = 30, 132

x
= f"(f(k, x))

* AES is actually a PUP
.

-> why?
- N .

B F(K
,
·) cannot have collisions !

Use AES as PRA ... okay until
ad sees 2" blocks -> Birthday !



All equally powerful in theory termss...

RY ⑰ICE
-

OWF

# LL

! ↑ Immediate

centren PRG countermode

X A

Tr6 mode

PRF 8

Last ! ↑
I

mmediate via
ChaChat] 8

sutching
"Switching Lemma

lemma"

PRP ③

AES


