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So far
acc

MAC - Auth / shared Ker

Sigs-Auth who shared key
Secret · By enc- Enc / shared key

(CCA)

key exchange 6 - Enc who shared By
public-key encS-Today

DH Key exchange is larguably) the simplest 6
most beautiful Crypto protocol there is

- Beautiful therry
- works in practice
- solves a problem people care about

Turned cryptography upsile down in 19705

↳ Hard to imagine what a commerce would losk
like who key exchange

↳ The DH paper introduced PRCYRSA
,

etc
.

↳ Inspired by Merke's final project in undergrad dass

Can built all crypo primitives we're seen so far from
OWF-old-school crypto
↳ key ex seems $ require stronger assumptions



A
monymous key exchange
N.

B
. This is a toy protocol - see book for details on

auth key exchange.

/
,
pra) Gentl

(sk ,3
,
Pk) = Gent)

pks -

0⑪ k [
"

.
B k IS 1 -

usAlice
-& Bob
passive adversary

sees all Frassic blu Alia & Bob

In practice, A & B are cell phone & server, etc
.

key ex
.

used everywhere
: SSA

,
HTTPS

,
TLS

, WhatsApp, ....

↳ essentially wherever using encryption
↳ Runs on essentially eny new TS connection

In practice ,
need authenticated key ex.

↳ Not as easy as adding sigs .

-

↳ 651 ! ) pages in Borek-shoup about it (Ch - 21)
=> Just use TLS - takes care of most details for you



formally ,
anon key exchange over key space

&

* Gen() - (sk
,
pk)

x Devine (sk1
,
pP5) -> Ke K

Correctness : A & B a give o shared secret
.

X (skp
,
pka) <1 Gerll

(sk
, p() = GenC

Devire(skp
,
PKB) = Devine (st, PRA)

Security : Abr can't guess key given pks .

V eff adv A

Pr [A(p ,
php) = Derive(s

,
php) :She is regt .

Osten want stronger sec prop : (k) = (random];
see notes

S daBE u get by using Hash(b) as key
,
modelling hash fn]as a rantom oracle



Can you
build key exchange from Our ?

↳ seems unlikely but no one knows.

We can build from XRSA Strapboo I Ther icee
* DH problem

OWf I
* Lattice problems
Ylearning with errors")



The Diffie-Hellman protocol l ...
Parameters : * big (22048-bit) prime P

↳ A-bit prime, as in RSA

e -

X generator ge p-10,
1
,
2
, . . ., -13

↑
can sometimes just be g

= 2

NOTE : Order

9 can be
* integer q order") s

.
t

.

256I
order

asten q= 2 59 ,
99

,
.

. .

., 92, 9 , 99 .... 3
and p

22048
-

Must Choose (p , g ,9) carefully ! I spees,
a Eq Notation 2 Ep

etc
.

GenIe} Asge E => ⑨"mod p

S return (SR, pk) <- fa, A)

Derive (sk= a
, ph

= B = P

output K= B e Zp
*

-
a-

9

s
S 8

I "Eq
b bxLa IA C
S

-
...

↓
i=

Yab 0 ab

I k= 9



#Important Detail
: Computing g"(modp) ·

x
= 22048

, p =
22048

22048
H

Bad alg : 1) Compute I - 2
... exponentially

large

2) Reduce mod p

Better alg : "Repeated squaring"
2048

gg2g "go g"g -

--- 9
2

(modp)
-> see mone - -

To compute g
*

= g"g" g'(madp) .

Common trick : When g fixed, precompute powersof g .

* Can use bigger table I get a

slight speedup



Correctness : Bi = (gY)
=

= gaP = (g4)
"

= A
*

Security:

Attacker's job ... Computational DA problem" (CDH)
Given params (p , 9

,
q) and (9

,
99,9") for

ab ne a
,

b*
r

Compute & -all mod p

CDA Assumption : No ess ad can solve DA

problem .

Related to the simpler discrete-log problem (blog)

Given : (9
,
94 For a Eq" Parears

Compute
: a eZq

* If you can solve Glog ,
can solve CD1 ·

* In general , we don't know whether solving cit
is enough to solve blog -... (we to in some special cases)



Warning :

Anonymous key exchange
provides no guarantees against
active attack

.

a

8
ga

> 0 I
>8

I C I
B I

9
X ↳

L

↓
- AHacker sees ↓
ab

I all traffic ab

I



Application : Public key encryption
* Encryption who shared secret over mas space In

Gentl - (sk
, pk) & Separate keygen aly

Erc(pK, m) -> at

3 Different Key ForDecIsn, c) -> mor 1 encodec- big item

As before,

we want correctness (not shown) & security

* CCA security Left is as in symmetric - key
hatsetting except + adv gets public Key

Chal(b = (0
, 13) Adv

ph
(SK, ph)< Gen1) >

! m, (same (en)

Enc(m :)
>

L j

mj Desh, j)<
is ; 4(4,

c
,

... 3

It



PKE from key exchange - ElGamal Encryption
EUse* secure sym-keg enc scheme (I, D)

, keyspace K

* Hash Su Hash :

p

*
- %.2

,
model as random orack

Sender Recipient
8 s

pl = g
Y

8
↓ R = gr

XW ↓
N &

> A
k= Hash(gY siphertext
(

, m) >

Genll- (x, gY) for x* Eq

enc(pk = gY ,
m) :

=

) (Hash(g
,
m))

Dec(sk = x
,
(R

,d) : =

1 Hash(RY) = Hash(g")SOutput D(k, a)



How hard is flog in Rp*?

* When order
g is "smooth" -> flog easy
-

factors into small spoly time)
primes

Classical

* When order q is 1 bit prime, best als runs

in "subexponential" time 2x- "intex calculus"

* Shows als solves blog in poly time on thematical quarter
lag x C

2 = 1 21s 2
*

I I I S
polynomial subexponential exponential harder

Much faster than brute farce 2 attack

=> Hame to set 11285 make best

ablack take time &*

In practice 1= 2048
,
4096

. LKT '13

↓ paper

T(1) = exp(1923 : (l-2")" (l-e 2 m)43] rity"

=> Small improvement in P blog als or factoring
als could require us to use gigantic keys .

to

get 128-bit security.



Elliptic Curve Crypto
The existence of subexponential-time blog algs

in p
*
(factoring) motivates search for alternatives

- Idea : Generalize DH key agreement to setting in
-

which flog is much harder (2* time) .

X times

-gYc
*

=

g
-

g
.

g
... - - g(modp)

ne u

Instead of
I

int use another
Instead of mul mod p,

/

ob
,

use some op on objects .

- ect

Koblite & Miller proposed this generalization indep in 1985
x Now is the standard .

↳ All modern protocols was ECC for Ky ex & sigs



Arithmetic on elliptic curves
Public params

aso

* prime P = 2

* group order q=p
- typically o is prime

x constants A
,Bep .

ints mod pul3
-and x

As with
,
need to pick params carefully

Object : points (x,y)eAp * #p

5
.

1
. y

=
x + Ax + B

Operation on points

PA D draw line through Takes = 15 Ap ops
$

* Flip over x-axis 3 compute
↳history & tepth here .

Many clever optimizations
Plotted over the reals

...

security .

and tweaks to improve

.



Point addition is "nice"
- assoc

,
commut

, identity ,
inverse => commutative group

-

- As with
p ,

we define order of to be

-Let G be points on curre in Sp?

- Define

g" = *g . -
- 9

7

X times

Order is smallest of st. g= Ja fer all ge Gi .

ECDH - DH over elliptic curve
-

ala A =gic4 ↳Ear
8 > 0

I B= gb= &y I
S

↓ ↓

gac 94b-

Ec Blog Given (p ,9 ,
A

,
B

, g) and gY far x Eq
Find X

.



Why we like elliptic curves.

x Group order o /size of Secret) is up .

* Best Ecolog alg on certain curves runs in

time 242 when q is a 1-bit prime

↳ Can take 1= 256 (vs .

1 = 2048 for EP)
↳
Ops are faster

, keys are shorter
.

(as 1- 00

Neat trick : Point Compression-)

* Naively ,
each E element is (x

,3) print 2x256 bits

* We have y = x+ Ax+ B .

↳ Given an x
,
there are only 2 possible ys

y=x.ep
~

Modular sa
root

* Represent point (x, 4) as (X
, sign(y)) => 256+1 bits



Subtleties to elliptic curves

* EC-DSA signatures consist of pair
K

, B) where is the X-coord of EC point

=>If (C
, ) is valit sig an m

,

So is C
, -) * ("malleability")

* When receiving an ostensible EC point from network
,

need to check that it's on curve before using it .

x Many mathematically equir ways to represent curre
.

Some are algorithmically better than others
.

Edwards form xxy*
= 1s &xy exp
&
parameter .





Can also build key exchange from

trapdoor OWP
. 14en

,
5

, If over &

Gen(l -(sh,
ph)

f(pk, x) - ye X

I(sh, y) - x =X

(sk, pk) = Pen1)

8 pl
>

8
I I

↳ x = I(sk
,
x)
<

= F(ph, x)
X / -

↓
↓

X

X

Not used as commonly as DA bl of cost of

generating keys :

"I 3 when 1 = 2000 this is a

big gap .

2048-bit Kygen DSA : 0
.
22 ms

RSA : 68 ms


