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ATiming Hack : Example
2848

DSA signatures compute of modp for secret v =
-↳ If attacker learns r "it car (p

, g = 28048)
recover the secret signing key.
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Cache attacks : Defenses ?

Problem: Hard to specify limits on leakage blu

processes via "microarchitectural side channels"

* CPU vendor keeps proc internals secret

Only "complete" answer : Use separate hardware.
for security-critical cade.

No sharing of cache -> No cache attacks

-
still need to be careful about timing ,

etc.

Examples
* Hardware security modules

* U2F token

* co-processors for crypts (next time)



Spectre : Speculative - Execution Attacks

Surprise : CPUs execute branches "not taken"
↳ can leak secretss... many many variants

* Reading Grow RAM is relatively costly

Iden : · Guess whether "is" condition is /F
· Execute branch before getting answer

from memory
· If guessed wrong, rerun correct branch.
↳ Problem : CPU doesn't completely reset its

state when
rerunning

Example - attacker provides X

-

array 1[x] is secret value

if(x <len Carray 1)) S
From Spectre

2 = array2[array1[x] * 4896] ; 3 ne882019

3
D attacker provides X too large
② CON mispredicts branch

,
executes next line

③ Cor evaluates branch
,
cleans up

array 2/secret) is cached !
↳ Use cache attack to extract









Probing Attacks : Defense
Assume : Attacker can only probe values on

- internal wires of signing circuit .

6 Intuition : Probes are $$$

Then
,
there's a clever defense against probing

attacks : "masking"
-

& 11111111
IIII

Ai⑮
11/16 1111111111111111111
Sk msg E(sk) E(msy)

1129712ye/
1111(I

sk msg
- -

D↓ EA Jake a boolean chet C- implementing sig scheme.

haConvert to chet C++ implements Sig scheme.
BUT- looking at any t internal wires of

YC
4)

leaks nothing about sk.

(Technique : Again secure multiparty computation)

Still
, only a very partial solutionn...

- input wires leaky
- what if attacker can get values on +ol wires?








