
Client Device Security -

①

Tokhyusers-> mobile single users

Design to protect your
(sensitive) dataIf your
C) phone is stolen

- People keep secrets
on

business phones (e
.g., medi)

government , reporters
,

- peoplehervousa
a
info

- Competitive advantage against
Android

- Do the right thing !



Assumptions ②
-

Device is bescode poteaa
PotentialAttacks ?

Exhaustive search for passcode
(4 or 6 digits)

Impersonate user's face orprint
Take apart phone & remove FLASH

- read from powered up RAM
os Kernel

Exploit bug Inacked version of OS
- installLe attacking update server

or

USB ,
WiFi bywrity FLASH X downgrade

active attacks



⑤

Howsuccessfulabout difficulty
Backup your phone

to illoud

government can get it
from

AppleEPA GASAct
be

an

high WhatsAppmsgrorsokor

"breaks" sender)

Towameet
-



iOS Hardware Architecture ④

-rivilegeseparation at hardware level
Kouch

As Mo T
are

I keys CencylaRey

-TEncrypted
decrypted

Tamera
cor least trustworthy part of

system
Vo

Enclave has part of DRAMZehthness
exclusivetoit. . .



&
Design focus ⑤

Secure boot

Enclave : hidykeysaon geted
by passcode

Data encryption
: running

background apps

SecureBoot
Make sure adversary

cannot

run modified os/apps/enclave
Ex

At
Boot Oskernel
FLASH FLASHX

[ burnedmteread only
app



Publickey Signatures 6

e
Secret key Skapple
PK apple : public key

Sign (SKapple, m) = Sig
Device
Terify (Phapples M, Sig)

?

OutRom readBotdecine in
phapple Verify (prabble,asig)
and so on !



Secure Boot (contd) ⑦

Muchessure phone doesn't

run arbitrary/unsigned code

Downgrade attacks
nownbuys in iBoot/kernd
that are signed !

bernet &
Boot the buggy
exploit buy (s).

Strauman : Special Storeit
Able hosttelatestrevie

CPU conwrite,notadversary



Downgrade prevention ⑧

Thecializesignature to
a specific device.

ECID:tDebut a
A
BootROM Verify (iBootIECID,
tateless sig)

Device Apple
- upgrade-
* / ~check of ?
& from ECITI) latest version

augepleif 10
Space GBook,ECA



Secure Enclave ⑨

Freventman CPU from seeing

crypto keys that encrypt
data
-

- Defend against passcode guessing
- Secure boot (hke (PU) ,

exclusive

DRAM regionwhich isEncryptedaauthenticated, using MerkleTree ·Y

- authenticate lenjor 10.Ecompromised
os can't bypass checks

EKtouch(fp)

#Tigera
nonce blocks attack



Dataencryptionerypted.
⑯

need
If phone is locked,

passcode to generate key
to unlock/decrypt data.
Cencrypton key

NOT on phone)
- Enclave h/w contains Secret VID

- Enclave Sw cannot access UID

sons but can only use to encide
EKPin = EvID (EVID( ... (passcode)
- slow, enclave

limitsguess
V

- passcode not stored after
reboot
-

- VID dependence -> nobrateforae



⑪

faceableStoragneonhol ,which
makes data hand to

eraje.

raw FLASH

Effaceable storage
->

Enclave an reliably
erase

the keys stored
on ran FLASH
.



⑫

weaknesssectable from hardware?
Apple's private keys must

be

kept secret.

USB
,
WiFi probably

have buys,
active when phone is locked

Boot code/herne may have bugs
Cost
Specialized hardware (enclave,

AP sensor, AES DMA)
Passcode is annoying; forgotten
passiode ,dataislostfnotbcnBack ground


