Quiz 1 Review

Problem 1-1. Warm-Up [Fall 2024 Quiz 1]

(@) Setting a task of recognizing the existence of objects (e.g., bridges) in a set
of images before creating a user account is used to try to prevent bots from
creating thousands of bogus accounts. An attacker using crowd sourcing to
solve object recognition is an example of:

* An insufficient security goal.
* Aninsufficient attack model.

* A buggy implementation.

(b) T/F Every one-way function is collision resistant.

(c) T/F A secure signature scheme (existentially unforgeable against adaptive cho-
sen message attacks) must be randomized.

(d) T/F A secure digital signature scheme provides privacy and authenticity of the
message being signed.

(e) Consider the MAC scheme defined by MAC(K, M) = AES(K, M).

Which of the following assumptions on AES is sufficient to make the MAC
secure (existentially unforgeable against chosen message attacks)

e (ollision resistant hash function
* One-way function

e Pseudorandom function

Problem 1-2. Message Authentication Recall that in class we mentioned the hash-then-
MAC paradigm, which uses a MAC for messages of fixed length n (such as AES, in which
case n = 128), and a hash function with range {0,1}", to MAC messages of arbitrary
length, by first hashing the message to an element in {0, 1}" and then applying the un-
derlying MAC to the hash value.

In class we mentioned that for the resulting MAC to be secure the hash function must be
collision resistant, and thus this paradigm cannot be used with AES since its domain con-
sists of messages of length 128, and there does not exist a collision resistant hash function
with 128-bit security that maps to tags of bitlength 128, due to the Birthday Paradox.

In this problem we consider using the hash-then-MAC paradigm with AES but with a
hash function with a secret seed. In particular, consider the following hash function H: It



takes as input a (secret) seed (ay, ..., a;) and a message (M, ..., M,;), where each a; and
M, is a block of 128 bits. The hash function outputs

t
H((a,...,ar), (M, ..., M) =Y a; M,
i=1

The arithmetic is done over a finite field of size 2'2® (known as the Galois Field and de-
noted by GF[2'?%]), though how the arithmetic is done is not important, the only important
thing is that the output is in {0, 1}'?%, and that in every (finite) field (and in particular in
GF[2'%%]) every non-zero element has an multiplicative inverse.

(@) Define the MAC scheme obtained by applying the hash-then-MAC paradigm
to the hash function H : ({0,1}'28)" x ({0,1}'?%)! — {0,1}'?® and AES as the
underlying MAC.

(b) 1. Recall the attack for the hash-then-MAC using AES and a hash function
without a secret seed (assuming the message space is ({0, 1}'2%)! for ¢ > 2).
Hint: This attack takes time roughly 2.

2. Explain why this attack fails if we use the hash function above (with a
secret seed), assuming the attacker sees many fewer than 2 tags.

3. Isthis hash-then-MAC scheme (with H as defined above and AES) secure
if the attacker gets to see more than 2%* tags for messages of his choice?
Hint: Use the fact that AES is injective (i.e., if AES(K, M) = AES(K, M’)
then M = M’), and the fact that H is a linear function, together with the
fact that one can efficiently solve ¢ linear equations with ¢ variables (using
Gaussian elimination).

Problem 1-3. Message Signing

Let (Gen, Sig, Ver) be a signature scheme with message space {0, 1} (where k is the se-
curity parameter), and let H be a seeded hash function with domain {0, 1}* and range
{0,1}*. Consider the new signature scheme (Gen’, Sig’, Ver'), with message space {0, 1},
defined via the following “hash-then-sign” paradigm:

eGen' runs Gen to generate a pair (sk,vk) and samples a seed s for H. It outputs
sk! = (sk,s) and vk’ = (vk, s).

oSig’ takes as input a secret key sk’ = (sk,s) and a message M, and outputs a
Sig(sk, Hy(M)), i.e., it signs the hashed message H(M).

eVer', given the verification key vk’ = (vk, s), a message M, and a signature o, out-
puts 1 if and only if Ver(vk, H,(M),0) = 1.

(@) Suppose that (Gen, Sig, Ver) is secure (existentially against adaptive chosen mes-
sage attack) then which of the following properties of /' do we need to ensure
that (Gen’, Sig’, Ver') is also secure?



1. One-wayness.
2. Target collision resistance

3. Collision resistance.

Problem 1-4. RSA [Fall 2023 Midterm]

Let N be an RSA modulus with public exponent e = 3 and private exponent d (i.e., ed =
1 mod ¢(N)). The full-domain-hash signature scheme uses a hash function #: {0,1}* —
Zy. The scheme computes the signature on a message m € {0,1}* as:

o < H(m)? mod N.

(@) Consider the full-domain-hash signature scheme instantiated with some hash
function H. Say that an attacker can find two messages mg, m; € {0,1}*, such
that H(mg) = H(my)? € Z%. Explain how the attacker can use (mg, m;) to win
the signature security game.

(b) Model the hash function H: {0,1}* — Z} as a truly random function. How
many times would an attacker have to evaluate the hash function H, on aver-
age, to find messages mg, m; € Z% such that H(mg) = H(m1)* € Zj.

Additional Problems

Problem 1-5. Hash Function Properties

Leth : {0,1}=?" — {0, 1}" be a hash function that is collision resistant. Let 2’ : {0, 1}="! —
{0,1}"*! be the hash function given by the rule

W () :{ O]z  ifze{0,1}"

1||h(z) otherwise
(@) Prove that A’ is not one-way.

Definition 1 A function f : X,, — Y, is said to be one-way if for every efficient
adversary A, the probability that A, on input n and y = f(x) for a random x € X,
outputs any ' such that f(x') = y, is negligible.

(b) Prove that 4’ is collision resistant.
Definition 2 A function f : X,, — Y, is said to be collision resistant (CR) if for
every efficient adversary A, the probability that A on input n, outputs any distinct
x,x' € X, such that f(x) = f(2'), is negligible.
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(c) Prove that /' is target collision resistant if & is target collision resistant. For this
problem part, assume that / has the form h: {0,1}=""! — {0, 1}

Definition 3 A function f : X,, — Y, is said to be target collision resistant (TCR)
if for every efficient adversary A, the probability that A on input n and a random
x € X, outputs 2’ € X,, such that x’ # v and f(x) = f(a'), is negligible.

Problem 1-6. Pseudo-Random Functions
Let F' be a pseudorandom function (PRF) that takes messages in {0, 1}" to messages in

[0, 1}".

(@) We wish to use F' to construct a PRF that takes messages in {0, 1}*" to messages
in {0, 1}*". Suppose the key to F'is also in {0, 1}".

Below are four proposals of such a PRE, where z, 21, K, Ky, K; € {0,1}" and
where we use || to denote concatenation. Notice that the constructions 1, 3, and
4 use a key in {0, 1}" whereas the second construction uses a key in {0, 1}*".

@

(K mol|z1) = F(K, x0) || F (K, 21).

Ga(Kol| K1, zol|21) = F (Ko, 20)||F (K1, 21).

G3(K, xol|z1) = F(K',0M)||F(K’,1"), where K' = F(F(K, ), x1)
Ca(K, wo||11) = F(F(K, o), 21)||F(F(K, 29), 1 & 17).

=W

Only one of the above four proposals is a secure PRE. Which one is the secure
one? For each of the three others, show an attack that distinguishes it from a
truly random function (recall the definition of a PRF given in the lecture).



